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Introduction 

The purpose of this document is to assist a Legal / IP Firm with the design and development of a 

comprehensive Trade Secret service offering. 

The document consists of the following sections: 

 Context 

 An Outline of the Key Elements of Trade Secrets 

 An overview of the state of Trade Secret asset management within companies 

 The different approaches by Legal / IP Firms to providing Trade Secret services 

 Modelling a Trade Secret service offering 

 A comprehensive Trade Secret service offering 

 Touch points for a Legal / IP Firm 

 The team 

 The project plan 

 KPIs / Metrics 

 Marketing the Trade Secret service to potential clients 

 3rd parties 

 Support for the Legal / IP Firm 

 Case study #1 

 Case study #2 

 Contact details 

  



              Trade Secret Offering                             

3 | P a g e  
 

Context 

Trade Secrets: 

Nearly everyone in the IP profession acknowledges the importance of Trade Secrets while doing very 

little to protect them or even making a simple list. It’s like knowing you have a Rembrandt in your 

attic and not bothering to have it appraised, insured, or even protected from rodents and birds. 

Executives from companies of all types acknowledge the importance of Trade Secrets to their 

businesses while privately admitting that their company has no idea how many Trade Secrets they 

have, which ones are important, or how any of them are protected. The same executives will also 

sheepishly admit that they have no idea how many Trade Secrets their company has received from 

third parties in various business ventures, how adequately their company protects them, or if they 

even bother to return or destroy them once the collaboration ends. 

Most IP professionals acknowledge the importance of Trade Secrets while offering their clients no 

trade secret services beyond litigating stolen ones. Even though all companies have Trade Secrets, 

the area doesn’t seem lucrative for many Legal / IP Firms because they’re not losing business to 

competitors who also don’t have Trade Secret offerings. Since no one learned Trade Secret asset 

management at Law or IP School, Legal / IP Firms don’t know where to put a Trade Secret practice 

group. Because Trade Secrets aren’t necessarily rooted in technical inventions, the drawbacks of 

putting the Trade Secret practice group in the patent department become readily apparent. So, 

Legal & IP Firms collectively kick the Trade Secret can down the road in hopes that someone else will 

figure out what to do so that they copy them. 

The holes in the Trade Secret map don’t stop here. Pacer, the US federal litigation service, has no 

specific code for tracking Trade Secret litigations unlike patents (830), copyrights (820), and 

trademarks (840). The academic community, whether economists or legal scholars, has no 

benchmarks for measuring Trade Secrets. A number of prominent academics are desperate for 

Trade Secret data since they would like to begin writing scholarly articles about Trade Secrets, but 

these scholars are put off by the amount basic data collection work that they will need to do first. 

In fact, it is even worse than a paucity of data. Historically, Legal / IP Firms have been reluctant to 

help their clients manage their Trade Secrets prior to litigation because the Firms believed that by 

leaving the nature and facts of the Trade Secret and how it was protected ambiguous, they were 

giving themselves the flexibility to argue whatever ended being necessary in any subsequent 

litigation.  

Thus, other than (perhaps) requiring NDAs by everyone who might come in contact with a “Trade 

Secret” Firms have actively promoted Trade Secret ignorance by their client on the mistaken belief it 

would help their clients should there be a breach.    

Regardless, of whether this was ever an ethical approach to advising one’s clients, the dramatic 

changes in the Trade Secret legal landscape will put clients who such a purposefully ignorant 

approach at a severe disadvantage. 

The US Defend Trade Secrets Act (DTSA) enacted on 11 May 2016, appears to provide a very 

powerful set of tools for Trade Secret owners, although how the act will work in practice is still open. 

China updated their Anti Unfair Competition Law on 1 Jan 2018. In Europe the EU Directive on Trade 

Secrets is enacted across all member states on 9 June 2018. 
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Trade Secret litigation has been increasing for several years and that trend is likely to continue. For 

anyone interested in more details, the 'Trends in Trade Secret Litigation Report 2017' by Stout 

provides great insights. 

 ‘Trends in Trade Secret Litigation Report 2017’ by Stout 

 

From an accounting and tax perspective the Organisation for Economic Co-operation and 

Development (OECD) instituted new rules for transfer pricing, base erosion and profit shifting which 

could significantly impact the accounting for Trade Secrets and increase the pressure for companies 

to have up-to-date Trade Secret protection policies and processes. 

 OECD BEPS Guidelines 

 

From a business perspective, with the weakening of patent rights both in the US and globally, the 

future of innovation with rely much more heavily on Trade Secret protection. 

EU IP Observatory Report 2017: 

This research is based on a survey conducted across a large number of European companies. 

 The use of Trade Secrets for protecting innovations is higher than the of use patents by most 

types of companies, in most economic sectors and in all EU member states 

 EU IP Observatory Report 2017 
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Survey by Baker & McKenzie (2017): 

This report is based on a survey of over 400 executives in the USA. 

 More than 50% reported that Trade Secrets were more valuable than other types of IP for 

them.  

 Only 31% of respondents said they had Trade Secret procedures in place  

 Survey by Baker & McKenzie 2017 

 

However, all that said, Trade Secrets can only work as Trade Secrets if managed properly.  
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A Common Definition of Trade Secrets 

Definition: 

Whilst Trade Secrets are creatures of local law, nearly all Trade Secrets comprise information that: 

 is secret  

 has commercial value because it is secret 

 has been subject to reasonable steps to keep it secret 

If we delve deeper, it means that for information to qualify as a Trade Secret, it  

 must not be in the public domain 

 must be kept secret 

 must be of value now or in the future 

 must have access controlled and limited 

 must be protected 

 must have legal framework in place if shared 

 must be documented 

The scope of Trade Secrets is very broad indeed. Some examples are listed here … 

 Business plans 

 Manufacturing processes 

 Data (raw and processed) 

 Algorithms 

 Software code 

 Marketing information 

 Failed test results 

 Client data 

 Supplier data 

 Product roadmaps 

 Non-patented inventions 

 Formulae 

 Test data 

 Cost data 

 Maintenance data 

 Competitive analysis  
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The State of Trade Secret Asset Management Within Companies 

Typical findings: 

Most businesses are not sophisticated when it comes to Trade Secret asset management. Typical 

Trade Secret audit findings are: 

 Trade Secrets are poorly managed. 

 There is a lack of ownership. 

 Documentation is poor. 

 Protection mechanisms are poor or non-existent. 

 There is a lack of any classification of the Trade Secrets. 

 Details on whether Trade Secrets have been shared with other entities are often missing. 

 Details on whether other entities have entrusted their Trade Secrets to the company are 

often not available. 

 Trade Secrets not properly addressed in agreements & contracts. 

 There is no Trade Secret governance structure in place. 

 There is little if any education on Trade Secrets provided to employees. 

 There is no audit trail. 

These findings listed above makes somewhat depressing reading but what an opportunity for Legal / 

IP Firms!  

It is worthwhile noting how many of the issues above stretch beyond just Trade Secrets, but impact, 

contract law, employment law, securities law, compliance law, corporate governance law, litigation, 

advertising law, government regulations, etc.   

Trade Secret ‘incidents’: 

It is also worth noting that Trade Secret ‘incidents’ happen at every stage in the life of a company 

 A founding member leaves and takes some Trade Secrets with him. 

 The company fails to understand Trade Secrets and shares too much information. 

 A potential investor walks away after asking the company about their Trade Secret policy. 

 A dis-grunted employee leaves the company and takes some Trade Secrets with him. 

 A supplier entrusted with Trade Secrets of the company shares it with a competitor. 

 A new starter brings in Trade Secrets stolen from previous employer. 

 Cyber criminals hack the network of the company and steal some Trade Secrets. 
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The Different Approaches Taken by Legal / IP Firms 

The four approaches: 

How should Legal / IP Firms react to this change, particular those Firms who claim to be full service 

IP Firms offering a ‘one-stop-shop for all your IP needs'? 

The different approaches being taken by Legal / IP Firms are described below.  

Approach #1: 

Some IP Firms, particularly some boutique Firms have determined that they will not get involved in 

helping their clients with Trade Secrets. 

They may feel that adding Trade Secrets to their service offering means that they might lack focus. 

They may not have the resources to expand their service offering to include Trade Secrets. They may 

lack the knowledge and experience, skills and competencies to get involved in Trade Secrets and 

Trade Secret asset management. They may (mistakenly) believe that because Trade Secrets are not 

registered, that it is impossible to generate any revenue from such a service offering. 

The pervasive idea that “the client is always right” makes it hard for any IP Firm to figure out how to 

say no to a client. It is okay to say no, as long as it puts the IP Firm ahead instead of behind. 

Approach #2: 

Some IP Firms when faced with Trade Secret questions from the clients reach out to other entities 

who do possess knowledge and experience, skills and competencies in the area of Trade Secrets and 

Trade Secret asset management, and make introductions between their clients and such entities. 

Such IP Firms have determined that they themselves do not wish to get involved with Trade Secrets 

for whatever reason but at the same time the Firm wishes to try and help their clients resolve their 

Trade Secret challenges. 

Such IP Firms then step away once the introduction is made. 

Saying no to a client can be a difficult thing to do for any IP Firm. On one hand, the Firm can’t 

promise something that it can’t deliver, but on the other, the word “no” can feel harsh. While the IP 

Firm can’t always avoid saying no, what the Firm here in essence is doing is proposing a yes, by 

introducing the client to an entity who can assist the client with their Trade Secret issues and 

concerns.   

Approach #3: 

Some IP Firms when faced with Trade Secret questions from the clients reach out to other entities 

who do possess knowledge and experience, skills and competencies in the area of Trade Secrets and 

Trade Secret asset management, and make introductions between their clients and such entities. 

However, such Firms then stay engaged, participating in meetings between their clients and the 

Trade Secret entity. Such Firms are using such meetings as an opportunity to learn about Trade 

Secret asset management.  

Saying no to a client has the potential to do long-term damage, and as a result the IP Firm must do 

extra work to make sure that the Firm can retain the client. This particular approach allows the IP 
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Firm to continue to build a meaningful relationship with the client, focused on providing continued 

support by leveraging this 3rd party Trade Secret entity. 

Approach #4: 

Some IP Firms have determined to design, develop and deploy a Trade Secret service offering to take 

to their clients. Such a service offering is in parallel to their established patent and trademark 

offering. Such a service offering should complement rather than cannibalize their other services. 

Such Firms may still reply on some 3rd parties to assist them with specific aspects of their Trade 

Secret offering but these entities do not as such interact directly with the clients of the Firm. 

Such Firms have been encouraged to design, develop and deploy such a Trade Secret service offering 

as they recognize that almost all of their existing clients possess Trade Secrets yet many of these 

clients face challenges properly managing such assets, at a time when Trade Secrets are growing in 

importance. 

One of the best and easiest ways for any IP Firm to increase its revenue and profitability is to sell 

more to its existing clients. Many clients only know about the IP products or services they have 

already bought from the Firm. Simply telling its clients about this new Trade Secret service offering 

can bring in more business. 

An IP Firm should never underestimate the importance of its existing satisfied customers. It costs 

less to sell to them than it does to find new business. What's more, they are loyal, they tell the Firm 

what it is doing right and wrong, they recommend the Firm to their friends and, compared to new 

customers, they are less price-sensitive. 

  Trade Secret service by IP Firm Gevers  
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Modelling A Trade Secret Service Offering 

Forces at play: 

As stated earlier, there are forces at play increasing the importance of Trade Secrets and Trade 

Secret asset management ... recent law changes in particular the Defend Trade Secrets Act in the 

USA, the Chinese Anti Unfair Competition Law, and the EU Directive on Trade Secrets; OECD BEPS 

guidelines which include Trade Secrets in their definition of intangible assets; IP reform in key 

jurisdictions challenging other forms of IP like patents; cyber security given that the hackers are 

often times after the Trade Secrets; companies embracing open innovation and sharing more and 

more with others; and the very nature of employment. 

Legal / IP Firms: 

This has not gone un-noticed by a number of Legal / IP Firms. They recognise that Trade Secrets 

touch many practice areas within a Legal / IP Firm, such as IP; M&A; tax; corporate governance; 

litigation; licensing & technology transactions; data protection; insurance and employment. 

Yet many Legal / IP Firms lack a comprehensive joined-up Trade Secret asset management service 

offering for their operating company clients. Few Legal / IP Firms currently advertise or promote 

services in the area of Trade Secrets or Trade Secret asset management. A survey conducted in early 

2016 showed that less than 10% of IP Firms even mentioned Trade Secrets on their web sites. 

It is worth noting that one of the best and easiest ways for a Legal / IP Firm to increase revenue and 

profitability is to sell more to existing operating company clients. Many clients only know about the 

products or services they have bought from the Legal / IP Firm already. Simply telling their operating 

company clients about new products or services in the range can bring in more business. 

Modelling a trade secret service offering: 

Financial modelling is the task of building an abstract representation (i.e. a model) of a real world 

financial situation. This is a mathematical model designed to represent the performance of a 

financial asset or portfolio of a business, project, or any other investment. Financial modelling is a 

general term that means different things to different people. The reference usually relates either to 

accounting and corporate finance applications, or to quantitative finance applications. Financial 

modelling is about translating a set of hypotheses about the behaviour of markets or agents into 

numerical predictions. 

The purpose of creating a financial model of a Trade Secret service offering is to help such Firms 

primarily in the area of business development. Such a model enables the Firm to hold a structured 

discussion initially about the pros and cons of deploying such a service. Such a model also allows the 

Firm to delve into the details and to discuss and agree for example what specific Trade Secret 

services to offer, what type of operating company clients to target with such a service, what fee and 

fee structure to put in place, what technology to acquire to underpin such a service, what types of 

business relationships to establish with 3rd party Trade Secret specialists, when and where to ramp 

up such a service, and much more. Such a Trade Secret service offering model should contain a 

number of different inputs to allow the Firm to adjust various parameters and run a number of 

different ‘what if’ scenarios. The output of the model should ideally enable the Firm to present 

information in both numerical format as well as in graphical format. 
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Such a model has one additional benefit. It allows a Firm to track progress over time, and to 

compare and contrast actual business performance against what was envisaged when the service 

was in the planning stage. 

Some examples of the output graphics from such a modelling tool are displayed here purely for 

illustrative purposes. 

 Trade Secret Return on 

Investment Calculator Tool  

 

  Trade Secret Return on 

Investment Calculator Tool   
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A Comprehensive Trade Secret Service Offering 

Trade Secret related services: 

What are some of the services that a Legal / IP Firm and its attorneys and/or paralegals could 

provide around Trade Secrets?   

Below are a few suggestions: 

 Awareness & education 

 Agreements / contracts 

 Assessments / Audits 

 Cost management 

 Disputes 

 Governance 

 Identification 

 Legislation 

 Metadata 

 Monetization 

 Policies 

 Process development 

 Portfolio management 

 Protection 

 Sharing trade secrets with 3rd parties 

 Systems & tools 

 Tax 

 Valuation 

Awareness & education: 

Here the Firm may provide a suite of different Trade Secret educational programs. It may include 

face-to-face classroom type training on Trade Secrets, the design and development of online 

tutorials about Trade Secrets as well as one-to-one coaching and mentoring of key individuals within 

the organisation about Trade Secrets and associated matters. It is important that the Firm is in tune 

with the culture of the business and the educator knows how to communicate using the terms and 

values key to the business. 

Agreements / Contracts: 

This particular service offering relates to the review of all company agreements through the eye of 

Trade Secret protection. It can include drafting form agreements; key terms for use in bespoke 

arrangements; and/or general contract drafting principles where drafting specific terms might not be 

cost effective, that abide by the best practices of Trade Secret protection. 

This particular service offering should also include helping the business to understand the overlap of 

Trade Secret legislation and employee legislation, and resolves any issues there. 

Assessments / Audits: 

In essence, this specific service offering amounts to auditing a company and its relations with its 

employees and other companies from a Trade Secret asset management perspective. The audit can 
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be performed to provide independent assurance that an organization’s governance and internal 

control processes are operating effectively. It can also act as an evidence gathering process for a 

number of purposes including, for example, preparing for a potential litigation, a monetization 

program, and as an M&A IP Due diligence exercise. 

Such a service offering provides the Firm with the opportunity to really get to know the business as 

Trade Secrets are typically not concentrated in one or two functions but spread across the 

organisation. 

 Chawton Innovation Services Trade Secret Assessment Check-list 

Cost management: 

Although Trade Secrets are not a registered form of IP and therefore no fees need to be paid to the 

IP Offices, this does not mean that there are no costs involved with Trade Secrets. 

There are indeed costs involved both in the initial creation of the asset as well as the on-going 

protection of the asset. There may be administrative costs, legal costs, technical costs, etc. involved. 

This provides the Firm with the opportunity to help and support clients with budget issues and cost 

management as almost all in-house IP functions are under pressure to do more with less. 

  Hazel Cost Reporting 

 Hazel Cost Reporting 
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Disputes: 

In recent times, we have witnesses an increase in the number of Trade Secret disputes, some 

involving some high-profile businesses. This trend is most likely to continue. 

This particular service offering by the Firm may consist of firstly educating the business about the 

typical Trade Secret accidents that befall organisations. This should include educating the business 

about recent Trade Secret court cases and the key learnings from such court battles. 

The Firm may assist the business in the event of a Trade Secret dispute with a former employee, 

former executive, collaboration partner, competitor, etc. The Firm may help the business if and 

when it is involved in a Trade Secret misappropriation court case. 

A Trade Secret misappropriation court case involves a three-step process. At the court case, the 

business has to prove three things, namely that the information was a Trade Secret AND that the 

accused stole the Trade Secret AND that the theft of the Trade Secret caused damage to the 

company. Of course, the accused will try to prove that the information was not a Trade Secret OR 

that no misappropriation took place OR that no damage was caused. 

Governance: 

The Firm can support the business in establishing the appropriate governance structure in place for 

the proper and professional management of its Trade Secrets. The Firm may also shadow this 

governance entity for a period to ensure that is becomes established and is operating professionally. 

The Firm may also help the business establish a Trade Secret culture slowly but surely, identifying 

opportunities for institutional learning, fine tuning and tailoring the Trade Secret policies and 

processes to each company’s unique culture and ways of operating. 

Identification: 

The Firm may help and support the business to identify the Trade Secrets existing across the 

organisation in different business units and in different functions within these business units. The 

Firm should ideally also help the business with classifying these Trade Secrets using a proper and 

professional taxonomy. 

  Hazel Trade Secret Suggestions feature 
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Legislation: 

Here the Firm can advise the business about Trade Secret legislation and the implications. It should 

include details on the US Federal Law on Trade Secrets; US State Laws on Trade Secrets; the EU 

Directive on Trade Secrets; China with its collection of various laws which relate directly or indirectly 

to Trade Secrets; plus Trade Secret laws in other key jurisdictions. 

 Wolters Kluwer’s 'Trade Secrets Advisor' 

 

The Firm should also help the business how other forms of IP are impacted by Trade Secrets, for 

example ‘prior user rights’ in patents. 

The Firm may also need to assist some businesses to craft an effective approach to lobbying local 

governments or trade associations to draft legislation, rules, guidelines, and/or regulations designed 

to ensure people and entities abide by the best practices regarding Trade Secrets. 

Metadata: 

The Firm may help the business to understand and appreciate their Trade Secret metadata, and 

properly and professionally manage such metadata. Trade Secret metadata summarizes basic 

information about the trade secret, which can make finding and working with this unique form of IP 

much easier. The Firm may support the business in first logging such metadata and then tracking 

such metadata over time. 

 Hazel ‘Flat Report’ 

Monetization: 

In a nutshell, this service provides advice to the business regarding how to transform Trade Secrets 

from a cost centre to a source of revenue.  

The first step in this service is to ensure that any Trade Secret process is aligned with other key 

processes within the organization. Secondly, it may involve creating a Trade Secret track (on top of, 

for example, a patent filing track) within an existing innovation generation program, or where 

applicable, creating an innovation generation program from scratch. Once a Trade Secret generation 

program is in place, the goal of this service is to find concrete ways using Trade Secrets by which a 

company can bring in revenue or other savings (e.g., tax savings through Patent Boxes or other 
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similar tax regimes). These can include using Trade Secrets as collateral for loans or other securities 

and licensing out of Trade Secrets to third parties for profit either on their own or in combination 

with other forms of IP. 

Policies: 

This particular service offering by a Firm may consist of helping the business to design and deploy a 

robust fit for purpose trade secret policy. The service may also include sanity checking that such a 

policy aligns with other policies in the organisation such as data protection. 

 Chawton Innovation Services Trade 

Secret Policy template 

 

Process development: 

Here the Firm can help the business with designing and deploying a robust Trade Secret asset 

management process that covers the key top level sub-processes of context; identification; analysis; 

review; protection; and monitor. The Firm should also work with the business to ensure that this 

Trade Secret asset management process is aligned with other key processes within the organisation.  

    Chawton Innovation Services Trade Secret Process   

Description. Much more detailed flow-chart is 

available. 

Portfolio management: 

Firms are already familiar with the concept of patent portfolio management and trademark portfolio 

management. Well this particular service offering consists of helping the business - either on a one-

off or continuous basis - with Trade Secret portfolio management.  
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This is no easy task as a Trade Secret portfolio may contain tens, hundreds if not thousands of 

individual Trade Secrets. Moreover, Trade Secrets are not static. They need regular review and 

maintenance if a company is to maximize the value of such IP and retain a Trade Secret portfolio 

that is in line with the company’s commercial aims.  

This review must also be balanced with an understanding of how decisions made in the context of 

portfolio management can impact a potential future litigation – both positively and negatively. For 

example, too narrow a definition of a Trade Secret at the portfolio cataloguing stage may preclude a 

company from seeking redress for unauthorized use of an unappreciated nuance of that Trade 

Secret (unappreciated at the time that Trade Secret was originally catalogued, that is) because the 

company unwittingly defined that nuance as not being a Trade Secret. 

 Hazel ‘Summary Report’ 

Protection: 

The Firm may help the business to ensure that reasonable steps (administrative, technical, legal and 

cultural) are being taken to ensure that their Trade Secrets are indeed being protected. This service 

offering should also include helping the business to appreciate that access and access controls are 

crucial aspects of Trade Secret asset management. 

Sharing Trade Secrets with 3rd parties: 

This service offering comprises supporting the business in situations where it shares some of its 

Trade Secrets with third parties and/or when third parties share some of their Trade Secrets with the 

company. This may consist of ensuring that the appropriate legal frameworks are in place between 

the organization and these third parties. The Firm may also review the Trade Secret asset 

management practices of these third parties to ensure that they are acting professionally. 

  Sample report taken from Hazel ‘Analysis 

Reports’ 
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Systems & tools: 

In this particular service offering, the Firm may assist the business to first identify robust fit for 

purpose Trade Secret asset management solutions. The Firm may then support the business as it 

installs, configures and takes such solutions into use. 

Hazel Product Brochure 

Hazel Screen Shots 

Tax: 

OECD BEPS: 

Trade secrets are specifically included in the OECD BEPS definition of intangibles. OECD BEPS Action 

#5; Section A.1: Identifying Intangibles; Sub-section 6.20 is where Trade Secrets are defined. 

As a result of these OECD guidelines, MNC’s will now or in in the near future need to be able to do 

the following: 

 Enhance their definition of IP to include all of the intangible assets as listed by the OECD. 

Too often in-house IP functions define IP as being patents and trademarks and exclude 

unregistered IP e.g. know-how and trade secrets, even when such unregistered IP is more 

valuable than their registered IP. 

 Identify all valuable intangible assets within the group by member / country, including its 

valuable trade secrets. 

 Define the legal owner of each valuable intangible asset including its trade secrets. 

 Identify specific members of the group that perform functions, use, or assume risks related 

to development, enhancement, maintenance, protection, and exploitation of all valuable 

intangible assets, including trade secrets. (This is the DEMPE concept). 

 Ensure re-imbursement by the legal owner to other group members for their contribution 
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 Disclose the financial agreements in existence between group members relating to valuable 

intangible assets, including trade secrets, and confirm that such agreements were enacted at 

arm's length. 

This provides a unique opportunity for Firms to extend their service offering and aggressively occupy 

this no man’s land – the area of intangible assets and OECD BEPS compliance. 

  Hazel ‘Tag’ Feature 

being used for OECD 

BEPS DEMPE 

purposes 

Patent Box Tax regimes: 

A ‘patent box’ is a tax incentive which provides relief from corporate tax on income generated from 

certain types of qualifying intellectual property (IP), particularly patents. Such 'patent box' tax 

regimes exist in a number of jurisdictions, especially in Europe. 

However, the name 'patent boxes' can be deceptive as many patent boxes have much larger scope 

than just patentable rights. 

In a number of jurisdictions having 'patent box' tax regimes, the IP assets which qualify are not 

limited to patents but also include other forms of IP such as Trade Secrets. 

The Netherlands, Belgium, France, Spain, Hungary, Italy, Cyprus and Ireland all allow certain types of 

Trade Secrets to qualify. 

  Summary of European countries with Patent 

Box Tax Regimes that allow Trade Secrets as 

qualifying IP 
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Valuation: 

Here the Firm may conduct valuation exercises of the Trade Secrets within the business. The Firm 

may also wish to support the business in tracking the costs associated with managing the Trade 

Secrets within the organisation. The Firm should also note that these costs and valuations will 

change over time. 

Such a service provides the Firm with the ideal opportunity to interact with the Finance & Tax 

function within a business. 

  Hazel Trade Secret Value 

Report  
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Touch Points for a Legal / IP Firm 

Touch points: 

There are a number of touch points between a Firm and their operating company client for those 

Firms who take the time to design, develop and deploy a proper service offering in the area of Trade 

Secrets and trade secret asset management. 

 An audit or assessment exercise 

 Addressing gaps 

 Finance & tax issues 

 Litigation 

 Regular ‘mini’ audits 

 IP due diligence 

One touch point is when the Firm conducts an initial Trade Secret asset management assessment 

exercise to identify the operating company’s current state. 

A second touch point naturally follows, namely when the Firm supports the operating company 

client with addressing any gaps, issues or weaknesses found in the assessment. 

Given that Trade Secrets are valuable assets, another touch point is when the Firm works with the 

Finance & Tax Department within the Operating Company to value the Trade Secrets assets, address 

any financial reporting issues, sort out any legal ownership issues, resolve any IP holding company 

issues, etc. 

If there is any litigation with respect to Trade Secrets, either misappropriation of the operating 

company's own Trade Secrets or accusations by others that the operating company has 

misappropriated the Trade Secrets belonging to others, then another touch point arises. 

The Firm can conduct regular (mini) assessments of the Trade Secret asset management of the 

operating company going forward as nothing is static and changes will take place which impact the 

Trade Secrets of the operating company. This provides the opportunity for further touch points and 

regular client interaction 

A deep dive into the operating company's Trade Secrets and Trade Secret asset management will be 

required as part of any IP due diligence exercise if the operating company goes through any major 

events, such as M&A, divestment, major investment, etc. These again are major touch points for the 

Firm with their operating company client. 

It should also be noted Trade Secret audits can be a very effective hook for General Practice Law 

Firms to cross-sell their services, as well as for IP Firms to “robustify” the client’s general IP 

approach. 

What about chaos management? – or coming in when there is some emergency event and both 

cleaning up the chaos, but also developing an action plan for remediation beyond just the immediate 

problem.  Having a well-rounded Trade Secret service offering and providing a comprehensive 

solution to a company in trouble might not convince the company to hire the Firm to provide the 

comprehensive Trade Secret solution, but the firm having such a comprehensive Trade Secret 

solution might convince the company to hire the Firm to resolve the immediate problem because 

the company believes (as a result of the Firm having a comprehensive offering) that the Firm has a 
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holistic view of Trade Secrets and will be best suited to solve the immediate problem (even if the 

company still has doubts that it needs a comprehensive solution).  
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The Team 

The project team: 

Whenever possible, the Firm should ensure sure to have the right people on the project team firstly 

designing and developing a trade secret service offering, and then operating such a service on an on-

going basis.  

So who are the right people? They are the ones who want to be on the project; have the necessary 

skills to appropriately complete the project; and have the time available to focus on the job at hand. 

The Firm should want people who have some passion for the project on the project team. These are 

the people that have an interest in the business problem being solved and/or the technology being 

used to provide the solution. 

The Firm should want people on the team that have the ability to do the work that is required to 

successfully complete the job that needs to be done by the project. 

If the team does not have the proper time to focus on what they are doing, they can have all of the 

passion and ability in the world, but they still are not going to be able to focus and do a very good 

job. 

Team members: 

It is recommended that the Legal / IP Firm consider allocating the following members to the team at 

last during the design and development phase: 

Team leader This person is ultimately responsible for 
designing, developing and bringing to market 
such a trade secret service offering. 

Client account manager This person should have a thorough 
understanding of the interface and relationship 
between the Firm and the clients.  

IP Paralegal / Administration person This person should have a good appreciation of 
IP metadata; data entry; data manipulation; 
reporting, etc. 

Marketing representative This person is ideally from the Business 
Development or Marketing function within the 
Firm. This person will need to consider what 
content will need to be created to help 
advertise and promote the trade secret service, 
and what channels to utilise. 

IT representative This person should understand the basic 
architecture of any trade secret asset 
management solution, and what is involved in 
its installation, configuration and operation.  

Finance representative This person is ideally from the Accounts / 
Finance function within the Firm. This person 
will need to have a good understanding of both 
the costs involved in designing and developing 
such a service offering, the operating costs of 
running such a service, as well as some 
thoughts on the fee and fee structure. 
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The Project Plan 

The project plan: 

It is imperative that the IP Firm discuss and agree on a Trade Secret service offering design and 

development project plan. Even small projects should be thought thorough and lined with 

milestones; otherwise, that molehill can easily turn into a mountain. This does not only have a 

negative influence on the project development, client satisfaction may also suffer. 

Six top level phases or stages in the project plan are suggested, namely … 

 Stage One: Project Initiation & Conception. 

 Stage Two: Project Planning. 

 Stage Three: Pilot Project Execution. 

 Stage Four: Pilot Project Monitoring & Control. 

 Stage Five: Full Project Execution 

 Stage Six: Full Project Monitoring & Control 

A large number of different techniques or tools exist which may be utilized to help the Legal / IP Firm 

during the project initiation and conception stage of the project. Kipling's Six Honest Men method or 

technique involves asking simple questions (what, where, when, how, why and who) for great 

answers. It is extended by going beyond the use of the raw single word questions. 

Stages Three and Four for the pilot are also important stages in the project. The advantages of 

conducting a pilot are tough to ignore. It gives the Legal / IP Firm the opportunity to stress test the 

service offering in a controlled environment. It provides an opportunity to validate the service 

offering against client expectations, thus ensuring that the client is not taken by surprise when they 

see the actual service offering on the day of launch. Pilot projects also help in detecting and in 

mitigating any risks. 

Having a comprehensive project plan will assist and support the Legal / IP Firm in a number of critical 

areas.  

Improve communication with clients: 

The most important part of successfully completing a project to design and develop a trade secret 

service offering is communication with the clients of the IP Firm. By keeping in constant contact, the 

IP Firm can better understand the client’s wishes and execute the task accordingly. And with 

milestones written into the project plan, the client can always give input if the project is going in the 

wrong direction. 

Increase the transparency of the work: 

There will be individuals and groups within the IP Firm itself as well as individuals and groups within 

the clients who want and need to be kept informed as the project progresses. This is where the 

project plan comes in handy. Milestones can be helpful in explaining the small processes of the 

work, and sometimes project delays can seem less dramatic when the Firm already has a plan in 

place. 
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The IP Firm becomes more organised: 

Having a project plan will help the IP Firm to become more organised as it designs and develops its 

Trade Secret service offering. With a project plan, the Firm should know the amount of time needed 

for each task, who should be involved and how many tasks it can handle at the same time. 

Focus on the project goal: 

Details are important. The IP Firm should, however, be careful not to lose itself in them. With every 

step the IP Firm plans, it should ask itself if it is relevant to the end product. Every milestone should 

bring the IP Firm closer to the finished product, not further away. By including every single task in 

the project plan, the IP Firm can stay focused on the end goal – a successful project to design, 

develop and bring to market a Trade Secret service offering. 

   Comprehensive project plan 

template is available from Chawton 

Innovation Services  
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KPIs / Metrics 

Metrics: 

It is important to note that one generally get what one measures, therefore it is essential to decide 

upon the correct measure.  There are indeed plenty of examples of failures due to the incorrect 

metrics being monitored or rather, the failure to monitor and measure the correct metrics. 

Metrics are important as they ultimately act as a means to measure the success of the Firm’s trade 

secret service offering.  Collectively, they provide a check list through which the Firm can ensure the 

maintenance or continuity of a successful practice or a means to highlight the reasons behind a 

specific failure and consequently permit the Firm to alter a practice in order to improve 

performance.  

Suggested metrics for a Trade Secret service offering: 

Time and energy will need to be spent on evaluating the various elements and deciding on the 

measures the Firm really wish to monitor.  The correct metrics to select will depend to a degree on 

the Firm’s own situation, so there are no right or wrong answers as such and it will be up to the Firm 

to decide which measures will produce the best gains. 

That said, it is recommended that the Firm select some … 

 Client related metrics 

 Financial related metrics 

 Quality related metrics 

Client related metrics may consist of items like - number of clients taking the trade secret service 

offering; new clients versus existing clients; client satisfaction score, etc. Financial related metrics 

may consist of items like operational costs; revenue generated; profit; etc. Quality related metrics 

should focus on measuring the efficiency & effectiveness of the service offering, data integrity, etc. 

   Comprehensive Trade Secret metrics table is available from 

Chawton Innovation Services  
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Marketing the Trade Secret Service to Potential Clients 

Marketing: 

Marketing is the process of educating clients why they should choose your trade secret service over 

your competitors. If the Firm is not doing that, then the Firm is not marketing. It is that simple!  

The key is finding the right marketing method and defining the right marketing message to use to 

educate and influence your clients.   

Some Firms make the mistake of thinking that marketing is just ‘one’ thing, but marketing is 

everything that the client encounters when it comes to your business, from advertising, to what they 

hear, to the actual service that they receive, to the follow-up that the Firm provides. 

It is all marketing and creating the decision within the client whether to choose your Firm initially or 

for repeat business. 

The four Ps: 

Marketing is best identified using what are called the 4 P's or a mix of marketing: Product, Price, 

Promotion, and Place.  

The product is obviously the comprehensive trade secret service offering of the Firm. The price is the 

fee and fee structure associated with the service. The place here refers to the various channels that 

exists connecting the Firm to its client base. 

The promotion may involve … 

 Information of the web site of the Firm giving details of its trade secret service offering 

and its value add. 

 Marketing brochures created by the Firm telling about its trade secret service offering 

and its value add. 

 Events (IP conferences, seminars, breakfast meetings, webinars) providing an 

opportunity for the Firm to tell about the trade secret service offering, and its value add. 

 1:1 client meetings telling about the trade secret service offering, and its value add. 

 Publication of articles and papers by the Firm on various aspects of trade secrets and 

shared with clients or potential clients 

 Promotion may also include content created by others but leveraged by the Firm.  

   A portfolio of papers on various aspects of Trade Secrets is 

available from Chawton Innovation Services  
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3rd parties 

3rd parties: 

The Firm designing and developing a Trade Secret service offering should consider that not every 

single aspect of the service needs to be designed, developed and delivered by the Firm itself 

Rather there are some aspects of Trade Secret asset management that are best done by 

independent 3rd parties. The Firm should therefore contemplate reaching out and connect to some 

of these 3rd parties. 

Some examples of such specialists are described here below. 

Trade Secret Insights: 

There are entities now providing expert analysis, primary source content, practice tools, comparison 

charts, forms, checklists and the latest trade secret news. Such entities are providing such insights to 

Legal / IP Firms. 

 

IP Insurance: 

A number of IP Insurance Providers now offer creative and innovative solutions in this area. Such 

insurance products typically break down into three categories.  

 Defensive cover if the company is pursued for unlawfully disclosing or using a Trade Secret. 

 Cover for pursuit or enforcement exposures, including around contractual liabilities and/or 

disputes related to Trade Secrets. 

 Potential business interruption type cover for the loss of profits should a Trade Secret be lost 

and/or damaged.  

 

 

 

Cyber security: 

The cyber criminals are after any Trade Secrets that can be harvested and monetized. They are not 

seeking to steal what is on the menu in the company canteen. They do not want to know what 

colour paint is on the wall of the offices of the CEO. They are not after information which has already 

been put into the public domain by the company. Rather, these cyber criminals are after the Trade 
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Secrets of the company, the confidential business information which provides an enterprise with a 

competitive edge. 

The cyber criminals leverage a variety of different approaches and techniques to identify the 

vulnerabilities in the IT network of the company and then attack. 

The cyber criminals may leverage backdoors into the IT network. They may try a denial-of-service 

attack or even a direct-access attack. They may try eavesdropping, spoofing, and even tampering 

directly with the IT network of the company. The cyber criminals may use privilege escalation, 

phishing, clickjacking or social engineering techniques. In some cases, they create a false 

environment of stealing non-pertinent data, diverting the attention of incident responders only to 

exfiltrate Trade Secret data residing elsewhere on the network. Regardless of what, where and how 

they attack, they are after the Trade Secrets of the company. 

Cyber security comprises technologies, processes and controls that are designed to protect systems, 

networks and data from cyberattacks. 

Effective cyber security reduces the risk of cyberattacks and protects organisations and individuals 

from the unauthorised exploitation of systems, networks and technologies. 

Admin / paralegal support: 

Some mistakenly believe that because Trade Secrets are not registered, then the concept of Trade 

Secret metadata may not apply. Others mistakenly believe that because Trade Secrets are meant to 

be kept secret, then no metadata should exist. 

Trade Secret metadata summarizes basic information about the trade secret, which can make 

finding and working with this unique form of IP much easier. 

Managing Trade Secrets without the associated metadata is practically impossible. 

Having a robust fit for purpose Trade Secret policy, process and system together with the associated 

metadata helps focus a company on its Trade Secrets, a focus that is often overlooked. They also 

help a company to have a structured conversation about Trade Secrets that allows them to focus on 

the information that is relevant to them. 

There will be clients who lack the resources to manage their Trade Secret metadata. That said, there 

are entities in existence with IP administrative and paralegal resources willing and able to manage 

this activity on behalf of clients. 

  



              Trade Secret Offering                             

30 | P a g e  
 

Support for The Legal / IP Firm 

How can we assist and support your Legal / IP Firm to firstly design and develop such a trade secret 

service offering and then operate such a service on an on-going basis successfully? 

We offer a number of different options as described here below: 

 

 
Level One: 

 
We focus solely on the Hazel Trade Secret Asset 
Management solution, helping the Firm to 
install it, configure it and take it into use. 
 
In this mode, we behave purely as a technology 
provider to the Legal / IP Firm. 
 

 
Level Two: 

 
We provide the Hazel Trade Secret Asset 
Management solution, helping the Firm to 
install it, configure it and take it into use. 
 
We also assist and support the Legal / IP Firm 
with specific Trade Secret service components 
and elements discussed and agreed in advance. 
 
In this mode, we behave both as a technology 
provider but also as a service provider to the 
Legal / IP Firm. 
 

 
Level Three: 

 
We provide the Hazel Trade Secret Asset 
Management solution, helping the Firm to 
install it, configure it and take it into use. 
 
We also mentor and coach the Project Team 
within the Legal / IP Firm both during the 
design and development stage as well as the 
operational stage of their Trade Secret service 
offering. 
 
The exact nature of the mentoring and 
coaching would be discussed and agreed with 
the Legal / IP Firm in advance. 
 

 
Level Four: 

 
We put a ‘Biz Dev’ person inside the Legal / IP 
Firm for an agreed fixed period of time to lead 
the change project. 
 
In this mode, we act as the virtual Business 
Development Manager for the Legal / IP Firm 
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with respect to their Trade Secret service 
offering. 
 

 
Level Five: 

 
This level is designed for firms which want to 
create a trade secret offering but which 
recognize that many of the non-contentious 
and non-large deal support aspects of a trade 
secret offering are not cost-effectively priced at 
the firm’s standard rates.   
 
In this mode (upon clearing legal conflicts), 
through the law firm of David L. Cohen, P.C., we 
act as the firm’s co-counsel on the matter and 
can provide, in conjunction and under the 
supervision of the firm’s trade secret team-
leader, all of those trade secret offerings which 
the firm cannot supply in what it believes to be 
a cost-effective manner. 
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Case Study #1 

Background: 

A number of Legal / IP Firms have already designed and developed a Trade Secret service offering 

and are actively working with their operating company clients in this area. 

This particular case study features one such Firm who has focused primarily on assessing or auditing 

their clients from a trade secret perspective. 

In very general terms, a case study is an account of an activity, event or problem that contains a real 

or hypothetical situation and includes the complexities one would encounter in the workplace. 

The IP Firm in this particular case study is an established and reputable IP Firm with offices in a 

number of jurisdictions. It employs almost one hundred attorneys and paralegals, and it has clients 

spread across a diverse range of industry sectors. This IP Firm has received a number of awards and 

accolades over the years. 

The IP Firm was anxious to deploy a range of new service offerings to its clients, and Trade Secret 

asset management was one selected, as it saw some new business opportunities here. 

Trade secret asset management: 

Trade Secret asset management is about the policies and procedure, processes and systems, 

education and governance defined and taken into use to help manage such assets. Trade Secrets are 

fragile so they require some TLC. Simply deciding to keep something secret is not sufficient! 

The Firm’s Trade Secret asset management assessment criteria includes … 

 Awareness & education 

 Trade Secret policy 

 Trade Secret management process 

 Trade Secret asset management system 

 Metadata 

 Access & access controls 

 Protection mechanisms 

 The sharing of Trade Secrets 

 A culture of confidentiality with respect to Trade Secrets 

 Governance 

Forces at play: 

Why did this Firm design and develop such a service? 

Well, the Firm recognised that there are a number of forces which together mean that Trade Secret 

asset management is now becoming a business critical issue, and one which companies must 

address. 

These forces include - legislative developments; finance & tax developments; increased network 

security & cyber-crime concerns; IP reform in key jurisdictions; the growing importance of corporate 

governance; more and more companies embracing openness; and the changing nature of 

employment. 
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This IP Firm also recognised that almost all of their clients possess Trade Secrets but many are failing 

to properly manage such assets. 

Trade secret asset management assessment: 

The Firm’s Trade Secret service offering focuses very much on the assessment of their operating 

company client from a trade secret perspective. 

Such an exercise is conducted in order to provide independent assurance that an organisation's 

Trade Secret asset management, governance and internal control processes are robust, fit for 

purpose and operating effectively. 

It is an evidence gathering process. The criteria include policies, procedures and requirements. 

Evidence includes records, factual statements, and other verifiable information. Findings evaluates 

evidence and compares and contrasts it against the criteria. Findings show those criteria that are 

being met (conformity) or those that are not being met (nonconformity). The exercise can also 

identify best practices or improvement opportunities. 

The assessment criteria: 

The IP Firm developed a comprehensive assessment checklist. At a very top level, it consists of the 

following: 

 Awareness & education 

 Definition of Trade Secret in use 

 Qualification 

 Classification of Trade Secrets 

 Ownership of Trade Secret policy and procedures 

 Trade Secret asset management process 

 Access & access controls 

 Protection mechanisms 

 Sharing of Trade Secrets with 3rd parties 

 Entrusted with Trade Secrets belonging to 3rd parties 

 Valuation of Trade Secrets 

 Trade Secret asset management system 

 Other metadata associated with Trade Secrets 

 Audits / audit trails 

 Governance 

Much more details sit behind each of the items listed above. 

Steps or phases in such an assessment: 

The IP Firm typically follows a six step process when conducting such an audit or assessment. They 

recognise that there is not one size fits all, so they are flexible and can adjust to suit the specific 

needs of the client. 

 Scoping of the audit / assessment 

 Request for information 

 Open meeting(s) 

 Field work 

 Drafting the report (findings & recommendations) 
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 Closed meeting 

Current status: 

The IP Firm reached out to a limited number of its operating company clients to inform them about 

this new service offering at the beginning of the summer of 2016, just after the Defend Trade Secrets 

Act was passed in the US and the EU Directive on Trade Secrets was passed in Europe. 

A number of pilot projects were started with a handful of their clients in order for the IP Firm to 

stress test the service offering in a small-scale implementation. The IP Firm wished to prove the 

viability of this new service offering and to gather insights on various things such as their assessment 

methodology, the project phases, the skills and competencies of their team, the time taken to 

complete such assessments, the costs involved, their fees and fee structures, etc. etc. plus of course 

client reactions. 

As this particular case study is still in its infancy and only recently been deployed by this particular IP 

Firm, there is no further data to share. However, it is a very interesting business development case 

study, at a time when there is tremendous pressures on many IP Firms to be more creative and 

innovative and bring new service offerings to market. 
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Case Study #2 

Background: 

A number of Legal / IP Firms have already designed and developed a Trade Secret service offering 

and are actively working with their operating company clients in this area. 

This particular case study features one such Firm who has focused primarily in the area of M&A IP 

Due Diligence exercises. 

Due Diligence: 

Although the due diligence process can be time consuming and sometimes overwhelming, especially 

for a target company unfamiliar with the process, it is a crucial component to significant corporate 

transactions. 

The Law Firm in this case study has a particular focus on M&A due diligence work mostly on the buy 

but also on the sell side. 

M&A transactions typically involve a substantial amount of due diligence by the buyer. Before 

proceeding with the transaction, the buyer will want to ensure that it knows what it is buying and 

what obligations it is assuming. It will want to know the nature and extent of the target company’s 

contingent liabilities, problematic contracts, litigation risks, and much more. 

This is particularly the case with private company acquisitions, where the target company has not 

been subject to the scrutiny of the public markets, and where the buyer has little if any ability to 

obtain the information it requires from public sources. 

What about IP? 

Such due diligence exercises naturally include IP. 

IP due diligence is essentially an audit to assess the quantity and the quality of IP assets owned by, 

or licensed to, a company. It should also include an assessment of the IP related risks facing the 

relevant company plus details of if and how these IP related risks are being mitigated. 

IP poses many risks to M&A transactions: 

 The value of the deal may reduce. 

 The transaction may be delayed while IP due diligence defects are fixed. 

 One or more licenses or assignments are necessary to enable the transaction to proceed. 

 IP due diligence defects are discovered that result in the deal being abandoned altogether. 

What about Trade Secrets? 

Trade Secrets are a crucial part of the IP portfolio of most companies, and of course should be 

included into any IP due diligence exercise. 

Auditing the Trade Secrets of a target company is therefore a crucial part of any such exercise, but 

one which poses major challenges, given the very nature of Trade Secrets. 

The Law Firm in this particular case study found that in many instances… 

 The target company was not properly managing its Trade Secrets with no clear ownership of 

the Trade Secret management process or the secrets themselves. 
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 Documentation about the Trade Secrets was poor. 

 Access to and access control around its Trade Secrets was very ad hoc. 

 Protection mechanism deployed to safe guard its Trade Secrets was poor or non-existent. 

 There was a lack of any classification of the Trade Secrets by the target company. 

 Details on whether Trade Secrets had already been shared with 3rd parties was often 

missing 

 Information of any Trade Secrets belonging to 3rd parties but entrusted to the target 

company was scarce. 

The Law Firm was prompted to update its approach to trade secrets given that the European Council 

had adopt the EU Trade Secrets Directive, and the USA has passed the Defend Trade Secret Act. 

Old mode of operation: 

Prior to making this change in their approach to IP due diligence, the Law Firm was concerned that 

they were not conducting such IP due diligence exercises thoroughly enough and that Trade Secrets 

were somewhat neglected. 

They had some issues with the manner in which they were gathering data on Trade Secrets. They 

also faced some challenges articulating the Trade Secrets identified and assessed to their clients in a 

professional manner. 

It was clear from a number of discussions with the Law Firm that Trade Secrets were handled in a 

very ad hoc manner in their IP due diligence projects previously. 

New mode of operation: 

To better address how Trade Secrets were addressed within their IP due diligence exercises, the Law 

Firm decided to start their IP due diligence activities much earlier in the M&A process. 

Secondly, they created a detailed Trade Secret identification and assessment process together with 

associated check lists to guide them when examining any such assets within the target company. 

This provided the Law Firm with a much better approach for first identifying such assets and then 

assessing them properly and professionally. 

As Trade Secrets are important but fragile assets, their process also improved their assessment of 

the risks of IP leakage post-acquisition. 

Thirdly, the Law Firm took a Trade Secret management tool into use, which underpinned their 

process. They shared their process and the tool with the target company to ensure both sides were 

better aligned during the actual exercise. 

The Law Firm now has a much more structured approach in place, and utilizes this dedicated tool 

which serves as a central repository for the target company’ Trade Secrets and allows for that 

information to be properly sorted. Its key function is to provide the client of the Law Firm with 

significant information on the Trade Secrets of the target company, thus allowing the client to really 

understand the nature of these Trade Secrets: 

Name Type Classification 

Owner Date created Access 

Access level Access control Shared (if applicable) 

Protection mechanisms Last review date Legal advisor 

Value Expiration date (if applicable) Etc. 
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The benefits: 

Although very early days yet, the Law Firm believes that it has greatly improved its efficiency and 

effectiveness when conducting IP due diligence exercises. The new approach has improved client 

satisfaction and led to more constructive discussions with the client around the specifics of the 

Trade Secrets belonging to the target company. 

The fact that the tool underpinning their new approach was a dedicated Trade Secret management 

tool was key. The fact that it was easy to install, to configure and to take into use also proved a 

major USP. 

The reporting functionality especially the combination of case specific reports as well as graphical 

analysis type reports proved of tremendous value. 

The technology platform underpinning the tool meant that it was easy in utilize and integrate with 

the virtual data room platforms they use regularly. In some cases they are still involved in M&A deals 

using physical data rooms and again in such cases, they envisage that the tool will work well. 

As a result, the IP professionals involved in handling Trade Secrets kept much clearer records of each 

due diligence step completed and the results of any reviews. 

The Firm strongly believes that it has greatly enhanced its document management practice when it 

comes to auditing the Trade Secrets of a target company. 

Although this particular case study focuses on M&A deals, the Firm appreciates that IP due diligence 

is applicable in many contexts, ranging from M&A deals, JVs, VC & PE financing, IPOs, and 

securitization of IP assets. 
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Contact details: 

  
David L. Cohen, Esq. 
President 
David L. Cohen, P.C. 
Tel: +1 917 596 1974    
email:  dl.cohen.pc@kidonip.com   
www.kidonip.com  
www.linkedin.com/in/davidlevycohen                               

Donal O'Connell  
Managing Director, Chawton Innovation 
Services Limited 
Telephone: +44 (0) 7825 081941 
E-mail: donal.joseph.oconnell@gmail.com  
Web: www.chawtoninnovationservices.co.uk  
www.linkedin.com/in/donaloconnell/  
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